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You remember checking your smartphone four hours ago
when you left the office. But now it’s gone — lost, perhaps, or
stolen. You’ve called the restaurant and retraced your steps
with no luck. And now you’re wondering what to do about
the business information that’s on your phone.
Everyone is vulnerable when it comes to lost or stolen phones, tablets and other
portable devices — from employees to executives. And organizations can’t afford
to lose control of the confidential emails and documents on a user’s smartphone,
not to mention the passwords, browsing history and other user data stored on the
device.
If your company provided the lost phone, the IT staff may be able to establish
remote access and wipe everything off the device. Blackberry found great success
in the late 1990s by introducing a remote wipe capability, along with the policy
that when employees lost their Blackberry, the corporation would take care of the
problem.
This basic technology has now extended to software that offers remote wipe and
other data security features for a range of devices and business systems, such as
Microsoft-hosted Exchange email, SharePoint Online and Office 365.
But what if the lost phone is a personal device, such as an iPhone or Android, that’s
been used for business communications?
Many organizations now offer the option to bring your own device (BYOD) into the
digital workplace. While BYOD offers significant benefits for both organizations and
employees, this model also introduces new risks and challenges. One of the top
issues for organizations planning to implement BYOD is data security.
To ensure the security of business documents and data in a BYOD environment, your
organization needs a system in place that provides remote access to an ever-growing
list of device types and manufacturers. In the event of loss or theft, a successful
BYOD system uses mobile device technology to delete email as well as anything else
deemed important.
This e-book offers guidance for planning and implementing a system for securing
business information in today’s BYOD environment, including suggestions for setting
policies, choosing technology and providing training for personnel.
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First, let’s take a look at the recent developments behind the
increasing popularity of BYOD in the digital workplace.

Why Organizations Are
Embracing BYOD
Over the past few years, BYOD adoption has increased
exponentially — a trend that will make a huge impact on
the IT industry over the next 10 to 15 years. A study by
Gartner predicts that 70 percent of mobile employees will
conduct work on their own smart devices by 2018.
In part, organizations of all sizes are adopting this model to
gain the benefits BYOD offers (see sidebar, 5 Benefits Of A BYOD
Digital Workplace). But three shifts in technology are also driving
this trend:
1. Advances in consumer-grade computing devices: In the past, a person’s
office computer was probably their most powerful computing tool, but
that’s changed dramatically in recent years. Due to technological advances
in consumer-grade computing — especially with tablets like the Apple iPad
— people often own devices for personal use that are more powerful than
those they have at the office.
Result: Your users are accustomed to having more power, faster speeds,
greater convenience and access to the latest version of popular software,
and would rather use their personal devices over company-supplied
technology.
2. Easy mobile access to corporate data via the cloud: Many organizations
have moved key workloads, platforms and data to the cloud, using cloud
services such as Salesforce for CRM and SharePoint Online for content
management. As this business infrastructure moves to the cloud, corporate
data has become relatively simple to access from any device.
Result: Business information was once difficult to access outside of the
office, but now you have the option to allow users to pull up virtually any
data from anywhere on their own devices.
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3. The convergence of personal, home and corporate devices: As a result
of the first two trends, the divides are dissolving between devices you use
at home, at the office and on the go. With an iPad and Microsoft Office apps,
for example, one of your users could open a document from your company’s
SharePoint Online site in Word and work on it or share it with others from
virtually anywhere.
Result: Instead of using separate computers for home and work, the same
tool handles both scenarios. This trend, often called “the consumerization of
IT,” is expected to accelerate over the next five years.

Document Security For BYOD
If you’re going to offer the option to BYOD, you need to make sure that your
organization is prepared to address document and content security concerns. At
first, the stakes might not seem significant — until you have a problem on your
hands. According to research by Gartner, unmanaged BYOD “can lead to loss of
control, impact your network availability and cause data loss.”
There are three main issues to consider:
1. Device theft: Loss statistics for smartphones, tablets and
laptops are “staggeringly high,” according to Gartner. In the
United States, smartphone theft is soaring. A national survey
by Consumer Reports found that thefts nearly doubled from
1.6 million in 2012 to 3.1 million in 2013, with another 1.4 million
smartphones lost and never recovered.
2. Data leaks: Since personal devices may be vulnerable to
hackers and thieves, you need ways to make sure that company
data is protected with encryption and eventually deleted
according to your organization’s rules. This is a major concern
for BYOD organizations, as the Consumer Reports survey found
that approximately one-third of U.S. smartphone owners fail to
take even the most basic measures to protect their phones and
the data stored on them.
3. Network security: Before you allow employees’ personal
devices to connect to your company Wi-Fi or virtual private
network (VPN), you need some way to verify the user’s identity
and block access from devices that don’t meet your security
standards.

www.portalsolutions.net

4

ENSURING DOCUMENT SECURITY IN A BYOD WORKPLACE

In this environment, the key to securing your users’ personal devices
is to manage how those devices are used in business activities.
That means developing policies for BYOD, implementing
technology to manage access and providing guidance to
users.
For example, a common best practice for BYOD is to
provide basic services, such as the ability to remotely
wipe a device. In case of a loss or a theft of a device,
the company should be able to control what happens
to business data and use remote access to force the
deletion of specific information. But what information
does this cover? What software capabilities do you need
to support the policy? How should employees maintain
their devices and report problems?
The solution is a collection of tools and techniques commonly
known as “Mobile Device Management,” or MDM. An MDM
strategy ensures there’s a process and policy for BYOD and is a
relatively new area of IT, emerging in the last five years. While Blackberry
pioneered the use of MDM for phones, today’s system is a software platform that
extends MDM capabilities to a wide range of phones, computers and tablets.
But before you’re ready to secure documents with MDM software, your organization
needs a larger strategy for managing BYOD.

Develop Security Policies
At the most basic level, a BYOD security policy specifies what information your
organization plans to secure and how to manage access. It also builds on your larger
information governance strategy and infrastructure.
For example, when you’re working to avoid data loss in a BYOD environment, it’s
best to build on a strong system for data backup and disaster recovery, and extend
that system to mobile devices. First, you’d need to make sure that you’re able to
back up any company data that’s stored locally on a user’s device.
Depending on your backup system, a better strategy might be to store corporate
data in the cloud or another central location, instead of on specific devices and
computers. This way, everyone in your organization is using devices to access and
interact with content that’s stored (and backed up) elsewhere.
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Similarly, if you want to restrict BYOD access based on the user’s role in the
organization, with different levels of security for sales reps and executives as an
example, it helps to have a perimeter strategy as part of your governance.
The strategy of assigning different security levels based on a person’s role in the
organization (a pyramidal security strategy) has been around for a while. For
example, the leadership team might have access to more documents than the sales
department.
This pyramidal strategy is especially important in the context of BYOD, because
the risk of data loss increases when employees bring their own devices into the
enterprise. Even if you already have these security measures in place, it’s a good
idea to rethink your strategy when introducing BYOD to ensure that content doesn’t
fall into the wrong hands.
With a pyramidal strategy, you’re able to characterize the risk of data leakage
by different types of users. When a mobile device goes missing, it should be
easier to manage the risk if the device belongs to a salesperson rather
than an executive, because there’s likely less sensitive material to wipe.
Your policy should also specify which devices you’re going to
support. On one hand, an organization can’t support an infinite
number of devices of all types. On the other hand, trying
to standardize employee-owned devices goes against the
philosophy of BYOD. The goal is to strike an effective balance.
Determining the number of devices to allow probably isn’t as
critical as deciding what you’ll do with them. Perhaps you’ve
determined that the most important factor is to limit support
to the five most popular mobile devices, and then require
that they be enrolled in a corporate system to ensure
ongoing management and support.
At the same time, the differences between devices
are becoming less important, as web-based and cloud
applications become more mainstream. If your organization
connects to a cloud-based CRM system like Salesforce via
a web browser, it doesn’t matter much if a user accesses it
from a home or business computer. The same is true with the
cloud-based Office 365 platform: You’ll get essentially the same
experience in the office or at home.
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5 Benefits Of A BYOD
Digital Workplace
Over the last few years, a growing number
of organizations have been moving to the
bring-your-own-device (BYOD) model.
The trend suggests that the benefits
of BYOD outweigh whatever risks this
mobile approach could introduce. In fact,
some organizations have launched BYOD
programs that include an allowance for
employees to purchase their preferred
devices (as long as they meet certain
support criteria).
Still on the fence about embracing BYOD?
Here are five benefits of this model for your
digital workplace:
1.

2.

3.

A user-friendly experience for
employees: One of the overarching
benefits of BYOD is that you’re not
asking employees to work with an
unfamiliar interface. Allowing people
to bring in their personal devices
improves ease of use across the
organization.
Improved workflow efficiency:
Smartphones and tablets are more
effective than a desktop or laptop
computer for many tasks, especially
when employees are traveling
or working at remote sites. And
these personal devices may be
more advanced than the tools your
organization currently provides.
Opening the doors to employee
devices helps increase efficiency and
keeps business processes moving
forward in the digital workplace.
Flexible management: When you
implement MDM and IRM technology,
your organization gains greater
flexibility, because the organization
isn’t limited to one provider for the
duration of a service contract. This
flexibility is especially beneficial for
small businesses, allowing different
employees to choose the best device
for them.

Many common tools and line-of-business applications are also
now available through application visualization or virtual desktop
technology. If this technology is part of your business information
management strategy, it reduces the complexity of delivering an
application to a device. Instead of the device itself providing users with
access to the applications and data, it connects to the virtual desktop
on the corporate network, which provides the access.
In the near future, BYOD organizations are likely to support larger
numbers of devices — 10 or 20, for example, instead of just two or
three. But it’s still important to define what access to allow and how to
manage these personal devices.

Implement MDM Technologies
Implementing a successful BYOD strategy requires a sound MDM plan,
as well as the software to support it. Great advances have been made
in MDM products recently and many software providers offer security
policies to minimize BYOD risks.
Windows Intune, for example, takes you through a process of enrolling
each device before you gain access to company information. Since
this enrollment is revocable at any time, it’s a good option for securing
business data. A cloud-based systems management platform, Intune
comes pre-embedded in the operating system for Windows 8 phones
and tablets, such as iPads.
Other MDM capabilities include remote wiping for devices, controlling
the applications used on devices and compartmentalizing business
content so that the administrator is able to delete it with the push
of a button. With Intune, you’re able to restrict Wi-Fi access and ban
certain devices and applications. It also takes inventory of what’s being
installed on a user’s device, how often it accesses the network and
other information, helping to ensure data security and a good BYOD
process.
Let’s say that an employee tries to access your network with an iPad,
but the tablet contains a banned application that would make it
potentially unsafe for business use. As soon as the employee enrolls
the device through your MDM, it restricts access until that issue is
resolved. MDM solutions also have the ability to limit how BYOD users
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4.

5.

Increasing productivity: A side
benefit of BYOD is that it makes
employees feel empowered to work
from anywhere. When it’s easy to use
one’s own mobile device or laptop,
people tend to work more and be more
productive. For example, many people
now check work email regularly when
they’re out of the office — and even
when they’re on vacation.
Shifting responsibility from IT to
employees: BYOD shifts much of
the mobile burden away from the
employer. When employees are
responsible for maintaining devices
and upgrading them over time, they
take better care of the equipment.
When people are paying for their
own smartphones or tablets, they’re
likely to use them more and take
better care of them. Even with the
cost of implementing MDM and
IRM platforms, this model should
reduce your IT investment in terms
of maintenance and hardware
procurement.

In the end, BYOD does have tradeoffs,
in that it raises complex issues around
data security. But with a little planning,
the benefits should outweigh the risks of
bringing this mobile model into your digital
workplace.

interact with business information. You might want to allow users to
view a certain document, but prevent them from emailing it to others,
for example.
In addition to MDM, there are other technologies that help lower the
risk of document leakage. For instance, consider Information Rights
Management (IRM), a concept that’s been around for a long time and is
now gaining more traction with the spread of cloud computing.
With IRM, you’re able to attach use restrictions to a file, such as when
someone downloads a PDF or Word document. You could use IRM to
prevent users from saving a local version of the file, or allow them to
view but not print the document. In addition, IRM allows you to track
when people view or make changes to the file. IRM is a powerful tool,
but not widely used yet. Large corporations primarily use it to make
documents available only within the corporation.
A common way to annotate these restrictions is to tag them in a
document or collaboration management system, such as SharePoint.
You might use different tags to specify the permission level or
clearance level for documents, such as “company only,” “company and
client” or “company and investors.”
While MDM is a good way to set limitations on document use, there
may be workarounds, such as taking a screenshot of a document that
you’re restricted from saving on your hard drive. No system is perfect,
but implementing MDM is a big step in making business information
more secure.

Train Employees
Training is an important element for any successful BYOD strategy.
Overall, it’s a good idea to train users on how to access corporate
resources and maintain their devices.
One of the big challenges with BYOD in the digital workplace is that
it’s not an entirely controlled environment. You might be able to lock
and wipe devices and enforce certain policies, but you can’t control
everything from a single point. Educating people on how to maintain,
insure and protect the equipment becomes that much more important
in a BYOD setting.
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Effective training includes physical security tips as well as guidance on staying safe
when using Wi-Fi. While you could make a policy that no one is allowed to connect to
unsecured Wi-Fi and use MDM to put this restriction in place, it makes sense to also
cover these rules in the training. When a person is traveling, it’s easy to overlook
guidelines and connect to unsecured Wi-Fi when trying to complete some work. The
intentions might be good, but could lead to serious security issues.
BYOD training should also address what access the company has to the personal
data on a user’s device. While BYOD has benefits as well as risks from the
corporation’s standpoint, it also presents risks from an employee perspective, such
as the fear that the corporation would gain access to personal data or monitor a
person’s use of the device.
The way to overcome those fears is through proper training and communication
that builds trust and clearly states how the company respects individual privacy.
It’s important to be able to explain in straightforward terms what happens when a
person enrolls a device into the corporate network, and how MDM protocols work to
create compartments of content.
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Conclusion
Studies suggest that BYOD will become the norm in the next few years, with 70
percent of employees using their personal devices for work. At the moment,
however, BYOD hasn’t quite reached the mainstream. The technology is here to do it
today, but the concept is still expanding and taking hold through pilot programs.
As we move forward, the trend will be to support more devices in the BYOD
environment, especially as tablet technology matures. Not long ago, you could only
access your work email with a Blackberry supplied by the company. And not long
from now, it won’t matter what smartphone you have or what plan it’s on — BYOD
policies are going to support them all.
If you’re planning to get on board, start preparing your organization today to
address document security, employee privacy and other issues that come with a
BYOD digital workplace.

About Portal Solutions
Portal Solutions is a leading technology consulting firm that plans, designs and deploys
effective digital workplaces that help organizations increase employee engagement and
productivity and improve overall customer experience. Connecting people, data and
information, Portal Solutions uses the Microsoft Office 365 and SharePoint platforms
to help employees share what they know and find information they need — anywhere,
anytime and on any device. Founded in 2003, Portal Solutions is a privately-held
company headquartered in Rockville, Md., with a regional office in Woburn, Mass.

Learn more about implementing secure mobile content management
at your organization by contacting Portal Solutions.
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